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 APEC Manual of Maritime Security Drills and Exercises for Port Facilities


	Exercise
	TE 2

	Category
	Port Facility Tabletop Exercise

	Type
	Material Handling, DoS and Contingency Response

	Security Level
	1 or 2


INTRODUCTION

1. The security of a port facility depends not only on the careful planning and implementation of security measures, but also its’ response to incidents. Responses to security incidents should be pre-determined and specified in procedures in the PFSP. These incidents may not occur routinely but security staff needs to be ready to carry out the correct actions when they do occur. 

2. This is a basic Table Top Exercise that is designed to be conducted by the port facility. It would be useful as an introductory exercise for the port facility that has not conducted an exercise of this nature previously or as a preparation to a live exercise. It can be modified as necessary to meet the needs and the experience of the port facility. 

AIM

3. To enhance the proficiency of the port facility security team in handling material and responding to security incidents relating to material handling. 

OBJECTIVES

4. Participants will explain the appropriate measures to be taken, in accordance with security plan, to handle security incidents and list the actions to be taken, in accordance with procedures, when responding to security incidents.

DESIRED OUTCOMES

5. On completion of the Exercise, participants will:

· Be familiar with material handling procedures.

· Know how to respond correctly to contingencies relating to material handling.

· Be able to carry out their duties relating to material handling confidently. 

· Suggest changes or improvements to the security plan and procedures, if any.

RESOURCES

Personnel

6. Exercise Director : Mr XYZ (recommended to be senior designated person other than the PFSO)
7. Planning Group – The Planning Group will not be necessary unless there is an intention to review or amend this exercise. In this case, the following personnel are recommended:

· PFSO

· Security Manager or equivalent

· Any other personnel from Operation, Human Resource, IT Department, Maintenance, Logistics etc 
8. Controllers:

· Chief Controller : Mr ABC (recommended to be the PFSO or someone with ability to conduct an exercise)

· Controllers : Security Manager or equivalent
9. Players:

· PFSO

· Security Supervisors

· Operations Supervisors

10. Exercise Safety Officer – The appointment of safety officer is not required as this is a discussion. 

Material

11. Meeting room with the following:

· Computer (s), projector, screen

· Chairs and tables

· Layout of port facility

· Stationery for note taking

Budget

12. Funding may be needed for the following:

· Rental for rooms and cost for setting up

· Refreshments

SCHEDULE OF EVENTS

13. Refer to Exercise Announcement (or if there are changes, an updated schedule can be posted here)

SCENARIO

14. The separatist movement has recently taken root in the region where the port facility is located.  This group wants to establish a separate homeland away from the central government.  

15. They hope to achieve this by creating unrest and disruptions in the region to show the population that the central government is unable to protect them, hence they should not support the central government. 
TASKS

16. For Controllers:

· Be familiar with the security procedures.

· Decide on the exact wording for injects and brainstorm answers to possible questions that may be asked by the players.

· The EPCT is free to alter or add any injects as provided below in response to the actions taken by the participants.

· Carry out the exercise as planned. 

· Note the responses of the players. 

17. For Players. 
· To be familiar with the various procedures and be ready to apply them to the exercise. 

TERMINATION

18. The Chief Controller can terminate the exercise when it is deemed that the objectives have been achieved.

MASTER EVENTS LIST
The flow of the table top exercise is event based, as such, the timing is not critical. Expected response column is just a guide and should be substituted with existing standard operating procedure of port facility.
	S/N

	Time
	Description of Inject
	Purpose
	From
	To
	Expected response

	001
	0900
	Ex XXX Starts
	To commence Exercise
	Chief Controller
	All
	None

	002
	0905
	Delivery driver attempts to urgent parts to vessel MV EVERGREEN without documents.  Said documents in office. 
	To test procedures for delivery of stores. Potential for further injects. 
	Controller (Guards at Vehicle Entrance)
	Security Supervisor
	Security staff expected to follow procedures for granting access

	003
	0915
	Security patrol reports that there is a hole in the perimeter fence big enough to let a person through. The fence has been deliberately cut
	Test procedure in breach in access control
	Controller (Patrol Guards)
	Security Supervisor
	Ask location and size of hole. Get someone to close the hole.

	004
	0925
	Crew onboard MV EVERGREEN do not know anything about the urgent parts as the Chief Officer has gone ashore 
	Facilitate exercise play
	Controller (crew of ship)
	Security Supervisor
	Security staff expected to follow procedures for granting access


	005
	0935
	Smoke emitting from a consignment of unaccompanied baggage stowed in warehouse no.2

	Test contingency plans for unaccompanied baggage
	Controller (Guards at baggage screening)
	Security Supervisor 
	Cordon off area, isolate baggage, locate source of smoke?

	006
	0940
	Broken seal found on a shipping container being delivered to the port facility Gate 1
	Test procedures for managing breaches in cargo security
	Controller (cargo inspector)
	Ops Supervisor
	Contact consignee, shipper, insurer, etc Carry search of container.

	007
	0950
	Cargo Agent called to inform that 3 Class 1 (explosive) Container will be coming today for the vessel MV GOODMAN which is coming to the port tomorrow.
	Test procedures for handling Dangerous Goods
	Controller (cargo agent)
	Ops Manager
	Allocate space. Check documentation

	008
	1000
	A man was seen throwing some packages over the fence from outside the port facility.
	Test monitoring of Contiguous Zone 
	Controller (CCTV guards at security monitoring)
	Security supervisor
	Investigate package

	009
	1005
	A green delivery van seen loading some items at an isolated area of the port near the power sub station. 
	Possibility of transferring contraband.
	Controller (CCTV guards at security monitoring)


	Security supervisor
	Investigate suspicious activity.

	010
	1010
	Cut section of the chain link fence has been wired shut. No further action required.

	Follow up, on previous inject
	Controller (Repair engineer)
	Security supervisor
	None. Fence repaired

	011
	1015
	The packages thrown over the fence could not be found
	Follow up, possibility for further injects. 


	Controller (patrolling guards)
	Security Supervisor
	Further search?

	012
	1020
	Delivery driver returns to delievr urgent parts to vessel MV EVERGREEN. This time he has an invoice for paid goods but he doesn’t have delivery order papers. He says that he will be in trouble with the boss if he cannot deliver the parts and he is already late.


	Follow up to Inject. To test procedures for delivery of stores. 
	Controller (Guards at Vehicle Entrance)
	Security Supervisor
	Security staff expected to follow procedures for granting access

	013
	1030
	Security patrol guard report that when he approached the green delivery van, three men ran from the van and disperse in different direction. In the van security patrol guard found some small packages that looks like drugs.
	Follow up on previous inject
	Controller (patrolling guards)
	Security Supervisor
	Cordon off area. Search for the 3 men. Inform authorities

	014
	1040
	Chief Officer of vessel MV EVERGREEN calls up asking why the spare is delayed. Needs part for urgent repair as ship is leaving today. 


	To test procedures for delivery of stores.
	Controller (Ship Chief Engineer)
	Ops Supervisor
	Relay to security staff

	015
	1050
	Saw two men going out of the port by climbing over the port fence and into a car and speed off.
	To test contingency plan
	Controller (CCTV guards at security monitoring)
	Security supervisor
	Investigate suspicious activity. Inform local authorities

	016
	1100
	Goods scanning equipment malfunction
	To test contingency plan
	Controller (Guards at Inspection Centre)
	Security supervisor
	Alternative arrangement for checking?  Additional manpower? Reduce inspection?



	017
	1105
	Arrival of 3 Class 1 (explosive) Container for the vessel MV GOODMAN at the port facility gate.

	Facilitate exercise play
	Controller (Guards at Vehicle Entrance)
	Security Supervisor
	Co ordinate with Ops

	018
	1115
	MV GOODMAN entering the Port Facility is requesting a DoS as the ship is at Security Level 2.  ETA is 24 hours


	Test procedures for vessel arriving port with higher level and DoS


	Controller (Ship’s Agent)
	PFSO
	Ask what is vessel’s flag. Inform DA. Contact ship for DoS

	019
	1120
	Technician checked scanning machine, found signs of tampering, need about 1 hour to repair.
	Follow up to inject, possibility of sabotage
	Controller (Technician)
	Ops Supervisor


	Verbal



	020
	1125
	A truck carrying petrol in 8 drums is at the main entrance and the driver says he is delivering them to MV PACIFIC. There is a delivery order from MV PACIFIC but the Gate 1 has no prior document to support the entry of vehicle for the delivery.

	Test access control and materials handling procedures. 
	Controller (Guards at Vehicle Entrance)
	Ops Supervisor
	Deny entry

	021
	1130
	Shippers called to check why the delay in the delivery of cargo for MV PACIFIC.


	Facilitate exercise play
	Controller (Ops staff)
	Ops Manager
	

	022
	1140
	Suspicious parcel found in cafeteria
	Test procedures for dealing with suspicious package.  Follow up from inject 9.
	Controller (Cafeteria staff)
	PFSO
	Cordon off area

	023
	1150
	Port Terminal manger informed that he received a Bomb threat call and said there is a bomb in cafeteria.


	Facilitate play, to complete inject for suspicious package
	Controller (Port Terminal manger)
	PFSO
	Evacuation of cafeteria



	024
	1200
	Ex XXX Ends
	Termination of Exercise
	Chief Controller
	All 
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